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AI Impact on Privacy



What are the 
privacy implications 

of using AI?
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More data is 

needed to:
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VBuild AI

VTrain AI

VMaintain AI



ÅRisk of

ÅData persistence

ÅData repurposing

ÅData spillovers

ÅData commingling

ÅData integrit y

What is the issue with more data from a privacy perspective?
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Washington State Agency Privacy Principles

ÅLawful, fair, & responsible use

ÅData minimization

ÅPurpose Limitation

ÅTransparency & accountability

ÅDue diligence

ÅIndividual participation

ÅSecurity

Washington State Agency Privacy Principles

https://watech.wa.gov/sites/default/files/public/privacy/WSAPP.pdf


Growing demand 
for Data

ÅApplication specific 
training data needed to 
support machine learning 
processes

ÅData types

ÅText

ÅImage/video

ÅAudio

Source Grandviewresearch.com



~37% North America 

Market Revenue Share
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Privacy 
considerations 
for AI Training 
Data

Where did the training data 
come from?

Was the training data legally 
obtained?

Data being used as a proxy 
for something else?

What are the 
consequences?



Has this happened?
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What are other 
issues with more 
data from privacy 

perspective?
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Collection of 
Sensitive Data:

ÅBiometric Data

ÅHealth Data

ÅLocation data

ÅVast amounts of data 
processed without knowledge 
or consent

Image by Jackie Niam Bigstockphoto



ÅFacial geometry

ÅFingerprints

ÅHand

ÅRetina or iris scan

ÅVoiceprints

ÅDNA

ÅKeystroke patterns

ÅGait patterns

ÅVein patterns

ÅEars

Åê{k^«¯ªk{k|® ~ª ®kgr|~z~qsg^z 
§ª~gk««s|q ~p ^| s|is´si¯^zí« 
physiological, biological or 
fkr^´s~ª^z gr^ª^g®kªs«®sg«ë

Types of biometric data

10RCW 40.26.020 RCW 19.373

https://apps.leg.wa.gov/rcw/default.aspx?cite=40.26.020
https://app.leg.wa.gov/RCW/default.aspx?cite=19.373


Location Data

ÅRisk of Location Datasets

ÅProximity to signals

ÅPrecision and Accuracy

ÅPersistency and Frequency

ÅSensitive locations
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Infographic: Future of Privacy Form



Å2003 Å2023

Top 5 U.S. Companies by Market Cap
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Where does this 
lead?

16



Surveillance

ÅAI Powered 

ÅWeb Scraping

ÅData Mining

ÅWorkplace 
monitoring

ÅLocation tracking

ÅObject recognition

Credit: Gary Larson The Far Side



Proactive Real Time Security?
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ÅClearview AI åScrapped billions 

of photos from the internet

ÅContracts with law enforcement

Å1000s of police dept.

ÅHomeland Security

ÅFBI

ÅArmed Services

Web Scraping
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ÅRegulation?

ÅBargaining?

Workplace Surveillance
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ÅDiscrimination: AI can reinforce 

existing prejudices and 

discrimination in society

ÅGender

ÅRace

ÅNational origin

ÅClass

ÅBias: AI can lead to biased 

Decision -Making:

ÅHealthcare

ÅHousing

ÅEmployment

ÅEducation

Risks of discrimination and bias
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AI and Identity Verification

ÅIdentity risk scoring

ÅAge verification

ÅDocument & Selfie Verification

ÅFraud detection

ÅSynthetic fraud

ÅWatchlist Screening & Monitoring
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Government Use Cases
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AI Use Case in Washington


